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Facial recognition has no business being used against us in our homes. The deployment of
face surveillance systems at people’s homes raises constitutional concerns and intrudes on
tenants’ rights of self-determination and privacy. It risks conditioning entry into one’s
home—the place where our constitutional rights are at their most robust—on the provision
of one’s most sensitive biological data. Residents should not have to live in fear that
landlords—who already wield outsized power in relation to their tenants—are tracking
their comings and goings and amassing sensitive data on them and their guests.

S.8223 (Kavanaugh) / A.6363 (Walker) would bar landlords from obtaining, retaining,
accessing, or using any facial recognition technology or information on any residential
premises. The law also gives the Attorney General the power to enforce these provisions
against landlords who violate them and creates a private right of action for tenants and
their guests to hold landlords accountable.

Face surveillance in residential buildings causes harm not only to tenants’ privacy rights,
but also their civil rights to access housing on equal and nondiscriminatory terms. Facial
recognition’s well-known biases, especially when it comes to women or non-binary people,
children, and people of color, risk tenants being locked out of their homes due to
misidentifications or inaccurate data.! Without legislative intervention, the collection of
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biometric data can be forced upon not just residents, but any guests they have over as well,
disproportionately impacting Black, Brown, and gender non-confirming guests who may be
barred from visiting friends and family due to the high likelihood of facial recognition
errors.

In one case, residents of a predominantly Chinese affordable housing complex in New York
City regularly reported being unable to enter their homes because the facial recognition
system did not recognize them—a problem that was further compounded by everyday
conditions such as rainy or sunny days that reduced the already limited efficacy of the
system.? Children as young as eight had their faces scanned and needed regular scans to
keep up with their changing faces as they aged.3?

Facial recognition technology has also allowed landlords of rent-stabilized buildings to single
out or retaliate against tenants, including by enabling them to spy on tenants to raise their
rent, fine them, or evict them for trivial policy violations.# One single mother was even
targeted after she started night classes and asked her ex-husband to spend more time at her
home watching their children, causing her to be flagged for potentially violating the housing
authority’s visitor policy.>

Furthermore, the use of facial recognition systems may put residents in danger by eliciting
unwarranted law enforcement intrusion. Unsettling apartment-police surveillance
partnerships are already in place and are likely to be even more intrusive and
disproportionately target marginalized communities with added facial recognition
technology.® This legislation would help ensure that landlords and property managers do not
become “one of the arms of the police department.””?

As the Department of Homeland Security continues to rely on surveillance technologies to
target immigrant communities, immigrants live in fear not just while in public, but even in
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their own homes.8 Immigration authorities have reportedly already issued administrative
subpoenas to landlords, requesting entire files on tenants to further their mass deportation
efforts.? Once facial recognition systems collect data in residential settings, it risks creating
and amassing highly personal information that could be exploited by immigration officers.

While landlords allege that facial recognition technology is an important safety mechanism,
the technology actually poses long-term security threats to tenants as landlords cannot be
trusted to implement sufficient protocols to ensure sensitive data is securely stored.10
Unlike other personal identifiers, biometric identifiers are immutable and cannot be
changed in response to a leak.!! Therefore, when a hacker acquires another person’s
biometric data, it puts them at risk for identity theft for the rest of their lives.!2

This legislation would make clear that invasive face surveillance has no place in New York
housing. The NYCLU supports S.8223 / A.6363 and calls for its immediate passage by the
Legislature.
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