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New Yorkers should be able to access public accommodations such as stores, restaurants,
hotels, and venues without having their most sensitive personal information taken.
Biometric surveillance technologies, which include face, voice, and gait recognition, directly
threaten these abilities by enabling invasive powers to track who we are, where we go, and
who we meet. S.8004 (May) / A.6211 (Simone) would ban the use of biometric surveillance
technologies in places of public accommodation to ensure that all New Yorkers can freely
move and associate without fearing that unreliable, racially-biased biometric surveillance
systems will be used against them.

Biometric surveillance technologies are inaccurate and biased, especially as it pertains to
women, children, and people of color.! When deployed in places of public accommodation,
including as a means of permitting or barring access to a particular location, these
inaccuracies can have far reaching consequences for people trying to go about their daily
lives. For example, a Black teenager in Detroit was barred from entering a skating rink
after the rink’s facial recognition system misidentified the teen as a different patron.2
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Similarly in the UK, a woman was misidentified as a shoplifter and subsequently bag
searched, asked to leave the store, and banned from all stores using the same technology—
until the company acknowledged its mistake.? These biases in facial recognition technology
risk excluding marginalized communities from everyday life.

The Federal Trade Commission (FTC) has recognized the dangers of facial recognition
technology. In December 2023, the FTC banned the grocery chain Rite Aid from using facial
recognition surveillance for five years after the company deployed the technology without
reasonable safeguards.4 Rite Aid’s facial recognition technology misidentified thousands of
customers, disproportionately people of color and women, as previous shoplifters.5
Suspected individuals were then followed around stores and searched, ordered to leave, or
publicly accused of shoplifting.

Facial recognition technology is also ripe for abuse. Madison Square Garden (“MSG”) owner
James Dolan has used facial recognition as a retaliatory tool to bar those against whom he
has a personal vendetta from access to his facilities. In 2022, Dolan ejected a mother trying
to watch the Rockettes show at Radio City Music Hall with her daughter’s Girl Scouts troop,
simply because she was identified as an employee of a law firm engaged in litigation against
MSG, even though she never directly worked on the lawsuit.® He later ejected someone for
creating a t-shirt that made fun of him.” This sort of biometric retaliation sets a chilling
precedent for how the rich and powerful can silence their opponents, critics, and those helping
them fight for their day in court.

Stores are increasingly deploying facial recognition to monitor customers, screen against
watch lists, and share information with other businesses, security firms, and law
enforcement — without people’s knowledge and often resulting in misidentifications leading
to accusations, searches, or access restrictions.® Pursuant to New York City’s limited
Biometric Disclosure Law, Local Law 3 of 2021, retailers including Macy’s, Fairway, Whole
Foods, and Wegmans have disclosed their use of biometric surveillance technology,
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generating significant public surprise and disapproval.® However, mere notice falls far short
of protecting New Yorkers from the civil liberties harms this technology enables.
Additionally, some businesses may also use biometric surveillance technology to implement
surveillance pricing, identifying individuals to change prices dynamically based on personal
data, behavior, perceived willingness to pay, or other inferences.!® These deployments point
to Orwellian use cases where it will be impossible to move, purchase goods, and associate
freely. The need for stronger privacy protections has never been clearer. New Yorkers should
not be required to have their faces scanned and biometric data collected simply to buy
groceries and other necessities of daily life.

With invasive and aggressive overreach from Federal immigration authorities, the collection
of biometric data poses an unprecedented threat to New York’s immigrant communities,
many of whom are already afraid to go about their daily lives.!! Immigrants should not have
to face existential danger simply because they want to buy groceries. Immigration and
Customs Enforcement (ICE) already uses facial recognition regularly and has been
documented using tactics like accessing utility records to locate individuals for detention and
deportation.!2 Stores actively partner with law enforcement to voluntarily share data about
customers, and the same customer data can easily then be acquired by ICE if the agency
simply submits a subpoena request. For example, ICE accessed millions of financial records
from Western Union using administrative subpoenas'® and purchases data it would normally
need a warrant to access.* Even in so-called sanctuary jurisdictions, nothing prevents these
sorts of private-public partnerships on immigration enforcement, actively putting immigrant
neighbors in harm’s way.
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Additionally, businesses using facial recognition are lucrative targets for identity thieves and
hackers.!’> More dangerous than other personal identifiers like a social security number,
biometric identifiers are static and are almost impossible to change.’® When a hacker
acquires another person’s biometric data, it puts them at risk for identity theft for the rest of
their lives.!” In addition to the discrimination cited in the FTC’s ban on Rite Aid’s use of facial
recognition technology, the Commission found that the company collected tens of thousands
of photographs of shoppers without their knowledge or consent—worse still, Rite Aid stored
these photos improperly and shared indiscriminately through a nationwide database.!8

Visiting retail stores, restaurants, museums, entertainment venues, or healthcare sites
should not automatically open one up for the collection of sensitive biometric information
without prior informed consent and clear rules for access, use, security, retention, and
deletion. Banning biometric surveillance in places of public accommodation is necessary to
ensure New Yorkers can access these spaces without fear of being tracked or wrongly
excluded from daily life. The NYCLU strongly supports passage of A.6211/S.8004.
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