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Date: April 9, 2025

To:  All Assembly Members, New York State Assembly; All Senators, New York State Senate;
Governor Kathy Hochul

From: The Legal Aid Society

Re:  The Legal Aid Society’s Memorandum in Support of School Biometrics Ban (A.6720 Simone
/ 8.3827 Hoylman-Sigal)

The Legal Aid Society supports the School Biometrics Ban (A.6720 Simone / S.3827
Hoylman-Sigal) and urges the legislature to pass, and the Governor to sign, this bill.

Since 1876, the Legal Aid Society has provided free legal services to New York City residents
who are unable to afford private counsel. Annually, through our criminal, civil, and juvenile offices,
our staff handles approximately 300,000 cases for low-income families and individuals. In addition to
representing individual clients, the Legal Aid Society works to advance systemic change through
affirmative litigation and policy advocacy.

Students’ educational and privacy rights are of the utmost importance to the Legal Aid Society,
which fights in New York courthouses and communities on behalf of children, adolescents, and their
families. While the Legal Aid Society opposes the weaponization of privacy-invasive facial recognition
technologies against people of all ages, we recognize the unique harms that such technologies can have
when deployed in elementary and secondary educational settings. Students know well that their
schools’ surveillance tools can be used to discipline them and their friends." Some fear their data will
be shared with law enforcement, used against them by future employers or college admissions officers,
used to track their inquiries about reproductive healthcare or gender-affirming care, or used against
immigrant students.” These fears can limit or “chill” students from expressing themselves fully, which
impedes their natural growth and learning processes.’

The Legal Aid Society believes facial recognition has no place in schools and emphatically
supports the School Biometrics Ban (A.6720/S.3827). This bill codifies the existing regulatory ban on
biometrics in schools. Specifically, it forbids public, private, and charter elementary and secondary
schools in New York from purchasing or utilizing biometric identifying technology, except for
fingerprint identification for prospective employees where written consent is given.
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The New York State Office of Information Technology Services (ITS) conducted an extensive
study on the use of biometric identifying technology in schools and ultimately concluded that “the
risks of the use of [facial recognition] in an educational setting may outweigh the benefits.”* In
September 2023, the Commissioner of Education responded to this report by creating regulations that
banned the use of facial recognition and other biometrics in schools. A.6720/8.3827 would simply
codify this ban, ensuring this protection for students lasts.

This bill is particularly necessary given the well-documented biases baked into the artificial
intelligence on which facial recognition systems operate. Facial recognition systems may be up to 99
percent accurate on white men,’ but can be wrong more than one-in-three times for women of colot.’
And since these systems are often programmed to recognize only two genders, they leave transgender
and nonbinary individuals invisible and subject to misidentification.” Concerningly, facial recognition
technology has even higher inaccuracy rates when used on students.® The consequences of this
inaccuracy for students of color, transgender students, and nonbinary students “will range from m
inconvenient, such as barring students of color from checking out library books, to extremely
damaging, such as criminal investigations.” Additionally, when facial recognition is used in an attempt
to monitor, for example, students’ engagement in class, students with disabilities and students from
different cultural backgrounds might be flagged as disengaged or confused based on misinterpretations
of their facial expressions."’

As the primary defender in New York City, the Legal Aid Society is acutely aware of the
longstanding racial, socioeconomic, and gender-based biases in education and the criminal legal
system, and how they facilitate the school-to-prison pipeline. The use of facial recognition systems in
schools exacerbates existing inequities and endangers the very students it purports to protect.
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Voice recognition software, another widely known biometric surveillance tool, echoes this

1

pattern of poor accuracy for those who are nonwhite, non-male,'" or young,'"> which underlies the

futility of employing these faulty tools in New York classrooms.

Collecting and storing biometric data in schools also threatens to expose children to
unnecessary and preventable privacy and safety risks. This data is vulnerable to a variety of security
threats,” including hacking, data breaches and insider attacks, and schools tend to have inadequate
cybersecurity practices,'* putting children at great risk of being tracked and targeted by malicious
actors.” There is also the danger that districts could send the biometric information captured by facial
recognition technology to law enforcement or immigration authorities, like ICE, putting
undocumented students and undocumented families of American children at risk. Normalizing
biometric surveillance will bring about a bleak future for kids at schools across the state.

Importantly, surveilling students using facial recognition will not make students safer.' While
some have advocated its use to address school shootings, because the majority of school shootings
are committed by current students or alumni of the school in question, facial recognition systems
would likely not flag these faces as suspicious and therefore would not provide students with any
additional protections."”

Banning facial recognition in schools is necessary to protect New York children and teenagers
from biased, ineffective, unsecure, and dangerous surveillance technologies. We urge the legislature to
pass, and the Governor to sign, the School Biometrics Ban (A.6720/5.3827).
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